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. Standards and Technology

National Vulnens hility Database
automating vulnerability managen - ity measurement, and compliance checking
Vulnerabilities Checklists Product Dictionary Impact Matrics Data Feeds Statistics

[T scap scaP validated Tools |5c.|u' Events |Aboul |Cor|ta|:t ‘Vendor Comments

Mission and Overview

NVD is the U.S. National Vulnerability Database Version 2.2

government repository of

standard_s_ based NVD is the U.S. government repository of standards based vulnerability management data
vulnerability management ropresented using the Security Content Automation Protocol (SCAP). This data enables
data. Th_'5 data enables  5,tomation of vulnerability management, security measurement, and compliance. NVD

. automation of includes databases of secunity checklists, secunty related software flaws,

vulnerability _ misconfigurations, product names, and impact metrics.
management, security

measurement, and Federal Desktop Core Configuration settings (FDCC)
compliance (e.g. FISMA). NyD contains content (and pointers to tools) for performing confguration checking of

B Resource Status systems implementing the FDCC using the Security Content Automation Protocol (SCAP).
b o FDCC Checklists are available here (to be used with SCAP FDCC capable tools).
| NVD contains: SCAP FDCC Capable Tools are available here.
1 42280 cvE Vulnerabilities
137 Checkdists
198 US-CERT Alers

. 2380 Us-CERT Vuln Notes * Vulnerability Search Engine (CVE software flaws and CCE misconfigurations)
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